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PCI COMPLIANCE TRENDS

TOP 5 FAILED VULNERABILITIES

TLS VERSION 1.0 
PROTOCOL DETECTION: 
Exists if the remote service 
accepts connections using 
TLS 1.0 encryption

SSL CERTIFICATE WITH 
WRONG HOSTNAME: 
Happens when a SSL 
certificate for the 
tested service is for
a different host

WEB APPLICATION 
POTENTIALLY VULNERA-
BLE TO CLICKJACKING: 
Occurs if a remote web 
server does not set an 
X-Frame-Options
response header in all
content responses

SSL RC4 CIPHER 
SUITES SUPPORTED 
(I.E., BAR MITZVAH 
ATTACK): 
Exists when the RC4 
encryption algorithm 
is used in SSL/TLS 
transmission

SSL SELF-SIGNED 
CERTIFICATE: 
Occurs when organiza-
tions use an identity 
certificate that they 
create, sign, and certify 
rather than a trusted 
certificate authority (CA)
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TOP 10 FAILING SAQ SECTIONS

We reviewed our merchant database in search of the top 10 areas where 
organizations struggle to become compliant. These are the results:

REQUIREMENT 12.5.3: 
Create, distribute, and document your security incident response policies to ensure timely response after incidents

REQUIREMENT 12.6:
Implement a security awareness program to help staff understand your cardholder data security policies

REQUIREMENT 12.10.1: 
Create an incident response plan that can be implemented after a data breach

REQUIREMENT 12.1: 
Establish, maintain, and distribute a security policy

REQUIREMENT 12.8.5:  
Document which PCI DSS requirements are managed by each service provider and your organization

REQUIREMENT 12.8.4: 
At least annually, monitor your service providers’ PCI DSS compliance status

REQUIREMENT 9.9.2.B:  
Make sure staff routinely inspect devices for evidence of tampering and are trained how to do it

REQUIREMENT 9.9.2.A:   
Verify your policies include procedures for inspecting devices and how frequently to perform inspections

REQUIREMENT 12.4: 
Ensure that your security policy clearly defines your staff's security responsibilities 

REQUIREMENT 12.1.1:  
Review your security policy at least annually and make updates when your environment changes
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70%
Percentage of SecurityMetrics 
customers that passed their first scan

Average time to reach 
PCI DSS compliance

9.5 days

Average time from finished 
first scan to first passing scan

11 days

82%
of SecurityMetrics customers that 
started their SAQ have achieved a 
passing status

Average number of times scanned 
until merchants pass their PCI scan

1.68 scans

SECURITYMETRICS CUSTOMER TRENDS

Average number of support incident 
before customers became compliant

0.59 times




